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& it Viewer = [=) X

File Action View Help
@9 @ HE

0 mventoon | -
7 Custom Views ’— PP N
& Windows Logs
& Appl and Services Lo ‘ — " J = Open Saved Log..
£ saved Logs ¥ Create Custom View..

3 Subscriptions EL To view events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree. The Administrative Events custom view contains all Import Custom View.
the administrative events, regardless of source. An aggregate view of all the logs is shown below.
Connect to Another Computer...
[ summary of Administrative Events -] View 4
[d Refresh

Event Type EventID  Source Log Last huuor 2 hcur; 7 day: B e

10 37 154

17 216 838
Information - - - 97 129 5815
Audit Success - - - 109 1836 22243
Audit Failure - - - 0 24 7

[ Recently Viewed Nodes »
Name Description  Modified Created
Saved Logs\nawaf_eventd... N/A N/A
Windows Logs\Security ~ N/A 10/10/2026 110947PM  2/23/2026 63132 AM
Windows Logs\Application N/A 10/10/2026 105521 PM  2/23/2026 6:31:32 AM
Windows Logs\System ~ N/A 10/10/2026 11:1251PM  2/23/2026 63132 AM
Windows Logs\Forwarded... N/A
Windows Logs\Setup N/A 10/10/2026 50618 AM 2/23/2026 63132 AM
Log Summary -]

Log Name Size (Curre..  Modified Enabled  Retention Policy
Windows PowerShell 207 MB/1..  10/10/2026 3:43:51 PM Enabled Overwrite events as nece. I
System 2000MB/. 10/10/202611:1251PM  Enabled  Overwrite events as nece..
Security 2000MB/. 10/10/2026 110947PM  Enabled  Overwrite events as nece..
OneApp.IGCC 100MB/1.. 10/10/2026104251PM  Enabled  Overwrite events as nece.
Microsoft Office Alerts 100 MB/1...  9/29/2026 6:49:25 AM Enabled Overwrite events as nece.
Key Management Service  68KB/20..  2/23/2026 63306 AM Enabled  Overwrite events as nece.
Kaspersky Event Log 68KB/1.00.. 10/10/2026 32620 PM Enabled  Overwrite events as nece..

1113PM

(wlas] ols 20 10 eal) Event IDs U agliznl 5 ,:lall .2
bzl oo ynall pal e 6,ila)l Gudos o5 conilpd | oYl adlsiol] &lamYl samil

ol L9 y00 (Event  Jzudl jouas

D) (Source] agliz)l awanYly cawosll (Forensic Significance)

eloils axs il lulzll o saxill :pzb Jozs Jazaws
a8>Lanll.

el @loza i) uwlwl 1ozl Jazaws Juius

(Brute-Force).

52202 dslac sliwi] (Process): ;oloVl s g
andl ©lizo lls.

a traell s cundidl Cainsd 1832 G033 cands
wloaxl) (adl Persistence assla).

ol e 8 5laxll e iso 0l Jrw pae
axad )l o, Ul que axxall (Anti-Forensics).

Sl eloVall nrai olles ik :aols wl>lo gio
Jegus sgimo (Admin).

4624 Security

4625 Security

4688 Security

7045 System

1102 Security

4672 Security
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pasxinal | bobind axio 3l 8xadl lu) 1 zausdl Jyzuus

4634 Security sVl Ll
aels bl sbis] cainsd :pasi Lu> sliw
4720 Security - ) sli] aias ipasime L]
(Backdoor Accounts).
4726 Security m ) S ; gt tpadiute e
SVl
9 iy ] o ldac i :pladl Jasis aole]/ola,
1074 System Sl = Jamanl 2 Jasdis ole/slay]

le) dnmoll wllaslly CluwIly Juruiud!.

Offline > OneDrive - Personal > Desktop > mohamed hedar >

Tl Sort v~ = View v
Name - Status Date modified Type
M | ocaleMetaData /1172026 12:16 AM File folder
ﬂ application.evitx 2026 12:14 AM Event Log 14,404 KB
ﬂ securety.evitx y Event Log 20,548 KB

ﬂ system.evix 10/11/2026 12:16 AM Event Log 20,548 KB

Name Type Number of Events  Size
Application  Administrative 15,368 1407 MB
S my .................... P — 22 e o —
Setup Operational 2495 1.00 MB
System Administrative 38,010 2000 MB
Forwarded Events Operational 0 0 Bytes
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(Severity Levels) & glazll (sgimo can> Julxill .1

o> aiaill gulais LogViewPlus sl (J] 6,%aell Mo @ lile ol il o

el ol gimall

o Error (la3): Jussudl ol sl wlanbaill ol o llasl o a2l Lisall bl 2.
° Warning ().;W)' asy Lol Cllais 4-*-"‘4-‘]0)-&9 ULS}LW gi dz > b ) L ‘J‘J!)*-““
« Information (wlogles): aurulall wllaslls auisig )l pladl alouiul eiai.

Level Date and Time Source EventID Task Category
@ Error 8/16/2026 2:37:21 AM AppReadiness 214 (1)
@kError 9/17/2026 10247 AM AppReadiness 214 (1) 1
ﬂ Error 8/24/2026 5:55:15 PM Keme\—EventTra(ing 3 Session
‘Q‘ Error 9/14/2026 2:32:35 AM Kernel-EventTracing 3 Session
Loc @ Error 4/13/2026 3:07:17 PM Microsoft Office 16 Alerts 300 None
Il A warning 8/9/2026 1:28:56 PM avp 4662 None
/8, Warning 8/9/2026 1:28:56 PM avp 4662 None
IE ¥% LogViewPlus - Expired - m| X
File Filter Toals Report View
e L T <
Clone a Ay
Open Save Reload Time Offset Save Exportlog How To Checkfor Settings
Log File Workspace Close File Analysis  Entries Videos Updates @a ™
‘Workspace File Save Program -~
Workspaces Name Location Last Opened

[Z Open Last Workspace

e

Recent Directories

05 Windows Events E\\Digital Forensics Eng.Abderzaq Alsamawi\05 Windows Eve... 8/16/2026 11:32 ...
Recent Files

IE picoctflogs.Ivp EA\\Digital Forensics Eng.Abderzaq Alsamawi\05 Windows Eve... 8/16/2026 11:32 ...
2% Local Events wes/fwindowsevents/Local%20Events?count= 1000 8/16/2026 2:04 P...
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'2 == x =B LogViewPlus - Expired

File Filter Tools Report View

SEITCATRE Bt %

Clone 3 ?
Open Save Reload Time Offset Save ExportLog How To Checkfor Settings
Log File Workspace X Close File = Analysis  Entries Videos Updates o
Warkspace File Save Program ’
|Work5paces | Name ‘ Location | Last Opened
fS Open Last Workspace Recent Files
% Local Events we://windowsevents/Local%20Events?count=1000 8/16/2026 2:04 P...
License Expired X
o Your trial license has expired. Please register to continue using LogViewPlus.
| |
| . |
E=4

rcandSHl JWSY L lyad gzl 6,ua)l slgil asy paxs 5 ¢lui wllaiy molidl Ol Lo
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Level Date and Time Source Event|D Task Category

@ Information 10/10/2026 3:23:36 PM Hyper-V-Hypervisor 1 None
@ Information 10/10/2026 3:23:36 PM Kernel-Boot 27 (33)
(@) Information 10/10/2026 3:23-3.DA4 ¥arnal-Rnnt 8 (32
(@) Information 10/10/2026 37 Filter Current Log X (101)
@ Information 10/10/2026 3:2 . 31
(i) Information 10/10/2006 37 Tter XML (58)
[6) Information 1010202632 | e —— . (57)
@ Information 10/10/2026 3:2 (62)
(Dinformation 1010202637  Eventlevek [ Gritical @ Warning () Verbose 12)
Event 0, hcmon ® Error B Information

General Details By log Event logs: ISystem =

Detected unrecagnized USB driver (\Driver\UsbDk). Bycource  Event sources: I =]

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event IDs>

Task category: | —
Keywords: I —
User: <All Users>

Computer(s): .l Computers>

Clear

ok || cancel
LogName:  System T —

Source: hemon Logged: 10/11/2026 12:00:49 AM
Event ID: [o] Task Category: None

Level: Warning Keywords: Classic

User: N/A Computer: LAPTOP-VBSKOGOB
OpCode: Info
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Level Date and Time Source Event ID Task Category

:i) Information 10/8/2026 1:20:52 PM Netwtw14 7021 None l
&Warning 10/8/2026 1:20:50 PM Win32k (Win32k) 701 None

&Waming 10/8/2026 1:20:50 PM Win32k (Win32k) 701 None

:i) Information 10/8/2026 1:20:50 PM Kernel-Power 172 (203)

j) Information 10/8/2026 1:18:35 PM Netwtw14 7021 None

:i) Information 10/8/2026 1:13:34 PM BROWSER 8033 None

@ Information 10/8/2026 1:10:13 PM Kernel-Power 172 (203)

:i) Information 10/8/2026 1:10:06 PM Kernel-Power 566 (268)

j\_\‘Warning 10/8/2026 1:10:06 PM Win32k (Win32k) 700 None

rj&Warning 10/8/2026 1:10:06 PM Win32k (Win32k) 700 None

@ Information 10/8/2026 1:10:06 PM Kernel-Power 506 (157)

@ Information 10/8/2026 1:10:06 PM Kernel-Power 566 (268)

&Warning 10/8/2026 1:07:18 PM hemen 0 None

&Warning 10/8/2026 1:07:18 PM hemon 0 None

f_"[‘;\Warning 10/8/2026 1:07:15 PM Netwiw14 6062 None

@ Information 10/8/2026 1:07:15 PM Netwtw14 7021 None

:D Infarmation 10/8/2026 1:07:15 PM Netwtw14 7021 None

:i) Information 10/8/2026 1:07:14 PM HttpService 113 HTTP Configuration Property Tr...
:i) Information 10/8/2026 1:07:14 PM HttpService 111 HTTP Configuration Property Tr...
@ Information 10/8/2026 1:07:11 PM Netwtw14 7021 None

:Dlnformation 10/8/2026 1:07:11 PM Netwtw14 7021 None

&Warning 10/8/2026 1:07:09 PM Netwtw14 6062 MNone

:i) Information 10/8/2026 1:07:08 PM Netwtw14 7021 None

D) Information 10/8/2026 1:07:08 PM Netwtw14 7021 None

:i) Information 10/8/2026 1:07:05 PM Netwtw14 7021 None

:D Information 10/8/2026 1:07:05 PM Netwtw14 7021 None

:i) Information 10/8/2026 1:07:02 PM Netwtw14 7021 None

@ Information 10/8/2026 1:07:02 PM Netwiw14 7021 None

&Warning 10/8/2026 1:06:59 PM Netwtw14 6062 None

Event 0, hcmon x
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Filter Current Log

Filter XML
Logged: Any time -
Event level: () Critical @ Warning ("] Verbose

@ trror @ Information

By log Event logs: Security

By source  Event sources:

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event IDs>

Task category: =
Keywords: =
User: <All Users>
Computer(s): <Al Computers>
Clear
oK Cancel
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| Filter Current Log
|

| Filter %ML
|

Logged: Any time
Event level: () Critical &
Bcto B

By log Event logs:

By source  Event sources:

<All Event IDs=

Warning (] Verbose

Information

Application -

Includes/Excludes Event |Ds: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

Task category: =
Keywords: =
User: <All Users>
Computer(sf <Al Computers>
Clear
OK Cancel
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Level Date and Time Source Event ID Task Category

@Iniormanon 10/10/2026 10:49:09 PM Copilot 256 (1) I
@Iniormarion 10/10/2026 10:48:37 PM Microsoft-Windows-AppXDep... 2562 None

Information 10/10/2026 10:43:13 PM edgeupdate 0 None

rror 10/10/2026 10:40:57 PM Security-SPP 8229 None
/1, Warning 10/10/2026 10:40:57 PM Security-SPP 8229 None
/1, Warning 10/10/2026 10:40:27 PM Security-SPP 8233 None
(1) Information 10/10/2026 10:37:09 PM igee 0 None
@.‘ Error 10/10/2026 10:34:57 PM Security-SPP 8229 None
/1, Warning 10/10/2026 10:34:57 PM Security-SPP 8229 None
‘l;l‘ Error 10/10/2026 10:33:19 PM Security-SPP 8229 None
/I Warning 10/10/2026 10:33:19 PM Security-SPP 8229 None
ﬂ Error 10/10/2026 10:32:49 PM Security-SPP 8229 None
1\, Warning 10/10/2026 10:32:49 PM Security-SPP 8229 None
‘(J) Information 10/10/2026 9:49:06 PM Edge 256 Browser Events
Q‘ Error 10/10/2026 9:04:53 PM Security-SPP 8229 None
/I, Warning 10/10/2026 9:04:53 PM Security-SPP 8229 None
1, Warning 10/10/2026 9:04:23 PM Security-SPP 8233 None
‘:ﬁ Error 10/10/2026 8:58:53 PM Security-SPP 8229 None

Warning 10/10/2026 8:58:53 PM Security-SPP 8229 None
(i) Information 10/10/2026 8:58:39 PM Microsoft-Windows-AppXDep... 2562 None

G) Information 10/10/2026 8:58:22 PM igec 0 None
@ Information 10/10/2026 8:58:17 PM OneDriveUpdaterService 0 None
@ Information 10/10/2026 8:51:35 PM Vss 8224 None
) Information 10/10/2026 8:49:33 PM th.GpuPDwerGear.Serwce 0 None
(i) Information 10/10/2026 8:49:33 PM Gbt.GpuPowerGear.Service 0 None
@ Information 10/10/2026 8:49:05 PM Edge 256 Browser Events
@ Information 10/10/2026 8:48:33 PM igee 0 None
‘\jj Information 10/10/2026 8:48:33 PM igec 0 None
(D Information 10/10/2026 8:48:32 PM VsS 8231 None

aghind)] wlislly abisall lalSIl o el .2
rangllaoll auslisa)l wladSd 85 gima]l WMzl jue jaware e sl 2] i

e logon [ logoff : a.;_Le_;s £y ulsgi MR u.t.o.).z.wu.o“ < bud = Uu.oJJ| u.a)LmLJl oWy o
)

o reboot [ shutdoun : 85le] ol L9lay) yolgl led o ynim sl aanda)l dyio Jl @ulolall xyami pi
& gsuall dlos)l punl &9 5209 Jypriail.

o uninstatl : plaill (b olze,dl oblxe] diasis moldl al] llas g,
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& Event Viewer (Local) IRetons]

v (3 Gustom views fvents || 7 Filtered: Log: System; Levels: Eror, Warning, Information; Source: . Number of events: 35,003 | system -
v & Windows Logs Level Date and Time Source EventID Task Category & Open SavedLog.
Application A\ Warning 10/10/2026 900:09 PM hemon 0 None I |7 create custom view..
g SS:‘“"'V i\ Warning 10/10/2026 9:00:09 PM hemon 0 None Import Custom View...
Wy;:m @ Information 10/10/2026 859:10 PM Service Control Manager 7040 None Gl Log.
] Forwarded Events Error 10/10/2026 8:58:53 PM DistributedCOM 10010 None v
+ [ Applications and Services Log (@ Information 10/10/2026 858:39 PM Service Control Manager 7040 None ¥ Fiter Current Log-.
« [ Saved Logs | @ mformation 10/10/2026 8:58:34 PM Kernel-General 16 None Clear Filter
Ted nawa_eventag2s @ Information 10/10/2026 8:58:22 PM Kernel-Power 105 (100) Properties
24 Subscriptions A\ Warning 10/10/2026 857:57 PM hemon 0 None o Fin
A\ Warning 10/10/2026 857:57 PM hamon 0 None .
A\ Warning 10/10/2026 8:49:38 PM hemon 0 None I saveFittered Log File As..
A\ Warning 10/10/2026 8:49:38 PM hemon 0 None Attach a Task To this Log...
Information 10/10/2026 849:34 PM HitpService 113 HTTP Configuration Property T.. T save Filter to Custom View..
Information 10/10/2026 849:34 PM 111 HTTP Configuration Property Tr.. )
\ y Find X View 4
nformation 10/10/2026 849:16 PM 566 (268)
Information 10/10/2026 8:49:16 PM X 507 (158) |G} Refresh
Information 10/102026 849:05pM | Find what: shutdown End Nea 506 (157) H e
Information 10/10/2026 849:05 PM 566 (268)
/i Warning 10/10/2026 84838 PM 6062 None | Eventsos Keme-poner A
Information 10/10/2026 848:36 PM /7021 None Event Properties
Information 10/10/2026 848:35 PM IsolatedUserMode 5 None T Attach Task To This Event.
Information 10/10/2026 8:48:35 PM IsolatedUserMode 2 None - )
A\ Warning 10/10/2026 848:35 PM hemon 0 None i
i\ Warning 10/10/2026 8:48:35 PM hemon 0 None I save Selected Events..
Information 10/10/2026 8:48:34 PM Power-Troubleshooter 1 None G Refresh
Information 10/10/2026 848:34 PM Kernel-Power 566 (268) B vep
Information 10/10/2026 8:48:34 PM Kernel-Power 507 (158)
Information 10/10/2026 8:48:33 PM Time-Service 158 None
A\ Warning 10/10/2026 848:33 PM Time-Service 134 None
i 10/10/2026 848:33 PM Kernel-Power 506 (157)
Event 506, Kemel-Power x
Keywords  Datean.. Source Event.. Task Category
@ Audits.. 10/10/2.  Microsoft Wi.. 4672 Special Logon
Q.Audit S.. 10/10/2.. Microsoft Wi.. 4624 Logon
& system @U\udit S. 10/10/2.. Microsoft Wi.. 4798 User Account ..
Q Ferarded Events Q‘Audit S.. 10/10/2..  Mlicrosoft Wi.. 4798 User Account ...
s B Applications and Services Log QQAudit S.. 10/10/2. Microsoft Wi... 5379 User Account ..
- :E Saved Logs Q.Audit S.. 10/10/2.. Microsoft Wi.. 5379 User Account ..
H nawaf event4624 @(,Audit S. 10/10/2.. Microsoft Wi.. 4672 Special Logon
;3 Subscriptions Q\Audit S.. 10/10/2..  Mlicrosoft Wi... 4624 Logon
QQ AuditS.. 10/10/2. Microsoft Wi... 5379 User Account ..
Q,, AuditS.. 10/10/2.. Microsoft Wi... 4672 Special Logon
Q.Audit 5. 10/10/2.. Microsoft Wi.. 4624 logon
Q\ AuditS.. 10/10/2..  Microsoft Wi.. 4672 Special Logon
Q.Audit S.. 10/10/2.. Microsoft Wi.. 4624 Logon i
@ AuditS. 10/10/2. Microsoft Wi.. 4798 User Account, F'nd X
QAudit S. 10/10/2.. Microsoft Wi.. 4672 Special Logon i =
@ _Audits. 10/10/2. Microsoft Wi.. 4624 Logon Find what: reboot Emd Ned
Q. AuditS.. 10/10/2.  Microsoft Wi.. 4672 Special Logon
q‘]Audit S.. 10/10/2.. Microsoft Wi... 4624 Logon
@&_Audit S.. 10/10/2. Microsoft Wi.. 4672 Special Logon . ¢
@ AuditS. 10/10/2. Microsoft Wi.. 4624 Logon
Q.Audit S.. 10/10/2.  Microsoft Wi.. 4798  User Account ...
@ AuditS.. 10/10/2.  Microsoft Wi.. 4672 Special Logon
@ AuditS.. 107102  Microsoft Wi.. 4624 Logon
A AuditS.. 10/10/2..  Microsoft Wi.. 4672 Special Logon
Q.Audit S.. 10/10/2..  Microsoft Wi.. 4624 Logon
@ AuditS.. 10/10/2.  Microsoft Wi.. 4672 Special Logon
Q.Audit S.. 10/10/2.. Microsoft Wi.. 4624 Logon
@ AuditS. 10/10/2.  Microsoft Wi. 4634 Logoff
RAudit S.. 10/10/2. Microsoft Wi.. 4634  Logoff
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o]
E Event Viewer (Local)
v _3 Custom Views

Y Filtered: Log: Security; Levels: Error, Warning, Information; Source: . Number of events: 22,315

Events
~ L& Windows Logs Datean.. Source Event.. Task Category
{5] Application 10/10/2.  Microsoft Wi 4799 Security Grou 1
© . - - p-
g E:ty _ 10/10/2. Microsoft Wi 4799 Security Group ..
=] system Q‘_Audi 5. 10/10/2.. Microsoft Wi.. 4799 Security Group ..
Q Forwarded Events . 10/10/2.. Microsaﬂ Wi... 4672 Special Logon
» [ Applications and Services Lo ;}Audlt S. 10/10/2. Microsoft Wi. 4624 Logon
v g Saved Logs - - —
H newaf_eventd624 Event 4624, Microsoft Windows security auditing. x

[ Subscriptions General Details

|An account was successfully logged on.

Subject:
Security ID: SYSTEM
Account Name: LAPTOP-V8SKOGOB$ Find X
Account Domain: WORKGROUP

Logon ID: (CElzy Find what: logon Find Next

Logon Information:

Restricted Admin Mode: -

Remote Credential Guard: -

Virtual Account: No

Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:

Security ID: SYSTEM

Account Name: SYSTEM

Account Domain: NT AUTHORITY

Logon ID: Ox3E7

Linked Logon ID: 0x0

Network Account Name: -
Notwark Arrnunt Namain: -

Log Name: Security

Source: Microsoft Windows security : Logged: 10/10/2026 8:48:32 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success

User: N/A Computer: LAPTOP-V8SK0GOB

E Event Viewer (Local)

v ._Q Custom Views B N R
F Administrative Events "7 Filtered: Log: Security; Levels: Error, Warning, Information; Source: . Number of events: 22,315

Windows Logs Keywords  Datean.. Source Event.. Task Category
] Application @_Audits. 10/10/2. Microsoft Wi.. 4688 Process Creation
% ;‘::ty Q‘Audll S.. 10/10/2.. Microsoft Wi.. 4688 Process Creation
] system undlt S.. 10/10/2.. Microsoft Wi.. 4672 Special Logon
El Forwarded Events Q,Audit S.. 10/10/2.. Microsoft Wi.. 4624 Logon

> B Applications and Services Lo ;}Audit S.. 10/10/2.. Microsoft Wi.. 4647 Logcfﬁ

v g Saved Logs
H nawaf_event4624
[} Subscriptions

Event 4647, Microsoft Windows security auditing.

General Details

User initiated logoff:

Subject:
Security ID: LAPTOP-V8SKOGOB\GIGARVTE
Account Name: GIGABYTE Find X
Account Domain: LAPTOP-V8SK0GOB
e oo s

This event is generated when a logoff is initiated. No further u

Log Name:  Security

Source: Microsoft Windows security : Logged: 10/10/2026 3:23:18 PM
EventID: 4647 Task Category: Logoff

Level: Information Keywords: Audit Success

User: N/A Computer: LAPTOP-VBSKOGOB
OpCode: Info
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Hayabusa (Part C) jue uMaslilly wlaagill awo el s 521

soUl 344559 JosJl dymgio .1
sway pliall mohamed_hedar ,%uaall e Ml slxe Ll Hayabusa slsl Jysis o
iliz sinj oiMauli sliyg Sigma aslsd ] Tolisuwl I wlayagdl

Microsoft Windows [Version 10.0.26200.9550]
(c) Microsoft Corporation. All rights reserved.

D:\mohamed_hedar>hayabusa—3.5.0-win-x6U.exe csv-timeline -d "D:\mohamed_hedar" -o "hayabusa_results.csv"

VOEL

by Yamato Security
Collecting the gold specks in the desert~

Start time: 2026/10/11 01:48
Total event log files: 3
Total file size: 54.2 MiB

Scan wizard:
? Which set of detection rules would you like to load? >
>

. Core+ (3,903 rules) ( status: test, stable | level: medium, high, critical )

. Core++ (4,019 rules) ( status: experimental, test, stable | level: medium, high, critical )
. All alert rules (4,583 rules) ( status: * | level: low+ )

. All event and alert rules (4,701 rules) ( status: * | level: informational+ )

J9Xisg Slazrl wVzuw Jul tod WLl juizall 5y 85 (Windows Event Logs)



] C\Windows\System32\cmd.e:

Suspicious Service Path (2) n/a
n/a n/a
n/a n/a
n/a n/a

informational alerts:

Saved file: hayabusa_results.csv (696 B)

Elapsed time: 00:00:04.1216

Al - Jx Timestamp
A B C D E F G H | J K L M N 9} P
1 TimestamLRuleTitle Level Computer Channel EventlD RecordID Details ExtraFieldl RulelD
2 |2026-08-0 Suspicious high LAPTOP-Vi Sys 7045 20599 Svc: winpn AccountN: dbbfd9f3-9508-478b-887e-03ddb9236909
3 |2026-08-2 Suspicious high LAPTOP-V{Sys 7045 26245 Svc: winpn AccountN: dbbfd9f3-9508-478b-887e-03ddb9236909
A
5
I

ﬂpagoﬂpwgéw|-QW|§w:ebﬂ f-)'.?.”
(Part D)
&l gy lisw Jul .1

J clooum 838l eels go Joos Juzumws asas JS 325 199 enilaiy olez 0l orabbgall axi gl
al wlinly co i)l o lginsts o5 aia> armon o8 axil alSuinall Ol Gas 255 .CMD
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(Event ID 1033) goli | cauts Juls oY sglazll
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:Baseb4 aswuas
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picoCTF{Ev3nt vi3wv3r :(J_;VI g 5l) juadull &l o

Application  Number of events: 15378

“?  Filtered: Log: Application; Levels: Error, Warning, Information; Source: . Number of events: 15,378

Level Date and Time Source EventID Task Category
@ Information 8/13/2026 6:09:33 AM vmauthd 1000 None l
@ Information 8/13/2026 6:09:33 AM vmauthd 1000 None
@Infurmatiun 8/13/2026 6:09:35 AM Msilnstaller 1042 None

@ Information 8/13/2026 €:09:35 AM Msilnstaller 1040 None

@ Information 8/13/2026 6:09:35 AM WMIRegistrationService 2 None

@ Information 8/13/2026 6:09:46 AM Security-SPP 1034 None

@ Information 8/13/2026 6:09:47 AM Security-SPP 1034 None

@ Information 8/13/2026 6:09:47 AM Security-SPP 1034 None

@ Information 8/13/2026 6:09:47 AM Security-SPP 1034 None

@ Information 8/13/2026 6:09:47 AM Security-SPP 902 None

@ Information 8/13/2026 60947 AM Security-SPP 1003 None

@ Information 8/13/2026 6:0947 AM Security-SPP 1033 None

(i) Information 8/13/2026 6:09:47 AM ) 1034 None

Find X

Event 1033, Security-SPP Find what: 1053 Find Next L

General Details | ‘

| Cancel |

These policies are being excluded since they are only de\‘inedI ‘
Policy Names=(Security-SPP-Reserved-EnableNotificationMode)

App |d=55c92734-d682-4d71-983e-dbec3f16059f

Sku Id=49c¢d895b-53b2-4dc4-a5f7-b18aa019ad37

Log Name: Application

Source: Security-SPP Logged: 8/13/2026 6:09:47 AM
Event ID: 1033 Task Category: None

Level: Information Keywords: Classic

User: N/A Computer: LAPTOP-V8SK0GOB
OpCode: Info

(Event ID 4657) s iuzs )l (o8 a5, aiwd] al caisS :aulill 5olazll
Szl a ) eiwYl gliso 9 Jasi a0 [Event ID 4657 ploxiwl jaxall, o

16 p8uiuo doudg Immediate Shutdown p.uul.: ( currentversion\Run )
==MXNTYVOwcjNOdHLfdXMzZnVsXw
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(Event ID 1074) LYl o> Julxs :aillil sglaxll

custom shutdown.exe alo 3yais 1074 u).z”).ejoi o

rolasYall &ls 9 5 Yle el

=dDAwbF84MWJIhM2Z10X0
System Num of events: 38,041
/e Events Level Date and Time Source EventID Task Category
@ Information 10/9/2026 6:52:40 AM Kernel-Power 187 243)
® Information 10/9/2026 6:52:40 AM Winlogon 7002 (1102
8 Warning 10/9/2026 6:52:39 AM Win32k (Win32k) 700 None
/2, Warning 10/9/2026 6:52:39 AM Win32k (Win32k) 700 None
L, Warning 10/9/2026 6:52:39 AM Win32k (Win32k) 700 None
vents /&, Warning 10/9/2026 6:52:39 AM WinSrvExt 100 None
1 Services Log || () Information 10/9/2026 6:52:34 AM IsolatedUserMode 2 None
@ Information 10/9/2026 6:52:34 AM User32 1074 None
v Warnina 10/9/2026 :52:21 AM heman 0 None
Event 1074, User32 )

General Detajls

Comment:

Log Name:
Source:
Event ID:
Level:
User:
OpCode:

System
User32
1074

Information

Logged:

Find

Find what:

1074 Find Next

Cancel

10/9/2026 6:52:34 AM

Task Category: None

Keywords:

LAPTOP-V8SKOGOB\GIGABYTE Computer:

Info

Classic
LAPTOP-V8SK0GOB

The process Explorer.EXE has initiated the power off of computer LAPTOP-V8SKOGOB on behalf of user LAPTOP-V8SKOGOB\GIGABYTE for the following reason: Other (Unplanned)
Reason Code: 0x0
Shutdown Type: power off
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Download CyberChef ¥
Operations

Search...

Favourites

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode

Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Last build: 3 years ago - Version 10 is here! Read about the new features here

Recipe oEms

From Base64 O mn
Alphabet .
A-Za-z0-9+/=

Remove non-alphabet chars \:\ Strict mode

Input

cG1jboNURNtFdNudFO2aTN3d Ny Xu==

men2 =1 Q32

Output

[picoCTF{Ev3ant_vi3wvar_

me 22 =

Options £ About / Support @

+0O=2 .

Tr Row bytes 1 Lr

B0 ®

(@ 15 Tr Raw Bytes <= LF

Download CyberChef &
Operations

Search...

Favourites

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode

Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Last build: 3 years ago - Version 10 is here! Read about the new features here

Recipe SN I

From Base64 Sn
Alphabet .
A-Za-2z0-9+/=

Remove non-alphabet chars \:\ Strict mode

Input

MXNFYVOWC jNOdH1 FdXMzZnVsXuw==

me2s =1 Q28

Output

[1s_a_pr3tty us3ful_

Options &  About / Support @)

+0O3 8.

Tr Raw Bytes < LF

RO m®::

@ 205 Tr Raw Bytes ¢ LF
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Download CyberChef ¥ Last build: 3 years ago - Version 10 is here! Read about the new features here Options n About / Support o

Operations Recipe oEms Input +0Oz]m =
dDAWbF 84MWIhM2Z10Xe:
Search.. From Base64 S n " -
Favourites * Alphabet .
A-Za-z0-9+/=
To Base64
Remove non-alphabet chars \:\ Strict mode
From Base64
To Hex
From Hex
To Hexdump

From Hexdump
me20 =1 Q20 Tr Raw Bytes ¢ LF

Output A0 m:

[teel_81ba3fes}

URL Decode

Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding

Public Key

Arithmetic/ Lugic STEP m AU(ake
; me 14 =1 @ = =

Tr Raw ytes

(The Flag) (sslgil zMall .3
rsamill iledl 2l Gle Juaxi (BaseBd juo i o aSeSiaoll @Ml 155Vl arax an
picoCTF{Ev3nt_vi3wv3r_1s_a_pr3tty _us3ful_t001_81lba3fe9}
ikl axlleog wluogill .4
.(Safe Mode) (oYl giogll é jle=dl Juuiwi .1
Dlasall 9 5 izl glise oo ainll dasill 535 .2

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

it Hlao po Wlg Ll Gulail| slzo all;] .3
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